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[bookmark: _gzihyichpz5g]PROGRAM DESCRIPTION
Issued By
The Maryland Department of Emergency Management (MDEM) on behalf of the Maryland State Legislature.

Assistance Listings Title
Maryland Local Cybersecurity Support Fund (the “Fund”)

Funding Opportunity Title
Fiscal Year 2025 Maryland Local Cybersecurity Support Fund

Authorizing Authority for Program
Local Cybersecurity Support Fund, Md. Code Ann., Pub. Safety § 14-104.2 (2025)

Announcement Type
Initial
[bookmark: _fux7rl1dukqf]OVERVIEW 
I. Maryland Local Cybersecurity Fund Overview:
Md. Code, Pub. Safety § 14-104.2 has codified the State’s creation of the Local Cybersecurity Support Fund (the “Fund”). This Fund will support “local government”, which includes local school systems, local school boards, and local health departments to improve their cybersecurity preparedness. Legislation has authorized funding for FYs 2026 and 2027 to aggressively support local cybersecurity defenses. 

MDEM has been designated as the State Administrator for the “Fund”. In line with the Fund’s requirements, MDEM will distribute funds to the best applicants to bring them to baseline capabilities level or help them achieve advanced capabilities. It is the responsibility of the applicant to ensure that the application package has been received and completed in its entirety. Incomplete applications will be considered ineligible.

To the extent possible, equity considerations should be factored into all FY2025 Local Cybersecurity Fund program-funded investments across all identified priority areas. A description of how the project will incorporate equity, inclusion, and accessibility should be included, if applicable.

II. Eligibility Criteria
The eligible applicants are Maryland “local government”, which includes:
· A local school system/board, public water and wastewater facilities, municipalities, and a local health department.

III. Cost Share Match
Cost Share or Match: None

IV. Award Information
Period of Performance: 
For the Period of Performance from September 2026 to September 2028.

Funding Instrument Type: Maryland Fund

Classification: Reimbursable 
Eligible entities must submit for reimbursement of approved project expenses. 
[bookmark: _v0qtobje1iq2]APPLICATION OPEN & SUBMISSION INFORMATION 
I. Application Open Date: July 6, 2026

II. Application Submission Deadline: August 7, 2026 at 11:59:59 PM ET 
All applications must be received by the established deadline. For additional information on how an applicant will be notified of application receipt, see the subsection “How to Apply” below. The Fund administrator(s) will not consider or review applications that are received after the deadline. 

III. Award Notification: Will be sent by MDEM if a project has been approved. 

IV. Agreeing to Terms and Conditions of the Award
By submitting an application, applicants agree to comply with the requirements of this NOFO and the terms and conditions of the award, should they receive an award.
[bookmark: _8jlup9qtuhwn]HOW TO APPLY AND RECEIVE FUNDING
Applying for this award is a multi-step process and requires time to complete. Please read the overview below on how to apply. 

1. Review All Mandatory Instructional Documents & Forms:
a. Maryland Local Cybersecurity Support Fund Notice Of Funding Opportunity (NOFO)
2. Download & Complete the Following Documents:

To be completed by ALL Applicants:
a. Budget Narrative & Justification Template
b. Cybersecurity Capabilities Assessment Letter of Completion Status form (Appendix A).
To be completed, if applying for a Non-assessment Project.  
c. Local Cybersecurity Support Fund Project Proposal Application

Additional document to be completed by applicants that do not have a qualifying cybersecurity capabilities assessment completed in the last 12 months. 
d. Cybersecurity Capabilities Assessment Project Form (Appendix B). 

This form is completed If you have not completed a cybersecurity assessment in the last 12 months, and are (1) submitting proof an assessment will be completed by a vendor within the next 12 months that will or will not require LCSF monies to support its completion, or (2) requesting to be signed on the the free Maryland Department of Information Technology Assessment Program to fulfill the cybersecurity assessment requirement. 

(Note: Please email lcsf.mdem@maryland.gov, if you are unable to download any of these documents). 

3. Email completed forms to lcsf.mdem@maryland.gov. Subject Line must be in this format:
a. FY26 LCSF- [Entity or Jurisdiction Name] [Project Title] Application Forms
b. Example: FY26 LCSF- [MDEM]- [LCSF Project] Application Forms
4. Maryland Department of Emergency Management will review project proposals and provide contact information to the Maryland Department of Information Technology for Cybersecurity Capabilities Assessment Projects or Assessment Reviews.
5. Applicants Project Manager will ensure that DoIT completes:
a. Maryland DoIT Cybersecurity Capabilities Assessment Verification Form & Instructions (NOFO: Appendix D)

6. DoIT/Applicant PM will send in Appendix D to lcsf.mdem@maryland.gov.
7. Receive project disposition
8. MDEM will send the approved recipient an Award Agreement for signature
9. Submit the Award Agreement within 30 Days to lcsf.mdem@maryland.gov. Subject Line must be in this format:
a. FY26 LCSF- [Jurisdiction Name] [Project Title] Award Agreement 
b. Example: FY26 LCSF- [MDEM]- [LCSF Project] Award Agreement 
10. Funds are awarded by MDEM upon signature of the award agreement and its submission back to MDEM.
[bookmark: _jac7e0t7wd6s]CYBERSECURITY PREPAREDNESS ASSESSMENT REQUIREMENT 
In order to apply for projects to be completed with funds from the LCSF,  a local government entity shall:
1. provide proof to the Maryland Department of Information Technology that the local government conducted a Cybersecurity Capabilities Assessment in the previous 12 months; or
2. within 12 months undergo a Cybersecurity Capabilities Assessment provided by a vendor approved by the Maryland Department of Information Technology to complete Cybersecurity Capabilities Assessments. Applicants may request money from the LCSF to support the completion of an assessment as a project. Applicants must provide proof of a scheduled assessment by completing the “Cybersecurity Capabilities Assessment Project Form”. Applicants may be expected to provide a summary of results after the completion of the assessment for review by the Maryland Department of Information Technology; or 
3. Within 12 months undergo a free Cybersecurity Capabilities Assessment provided by the Maryland Department of Information Technology. Applicants must request the assessment by completing the “Cybersecurity Capabilities Assessment Project Form”.  
Md. Code, Pub. Safety § 14-104.2(c).

DoIT MUST certify that your Cybersecurity Assessment meets their standards. Entities will send MDEM a copy of Appendix D, filled out by DoIT, prior to final project approval. 
[bookmark: _qkn1tlsat947]APPLICATION EVALUATION CRITERIA FOR CYBERSECURITY CAPABILITIES ASSESSMENTS ALREADY COMPLETED AT THE TIME OF THE APPLICATION SUBMISSION
Assessments submitted to meet the Cybersecurity Capabilities Assessment requirement will be sent to the Maryland Department of Information Technology (DoIT). DoIT will vet all submitted assessments to ensure they comply with NIST standards. Once MDEM is informed that the assessment meets the DoIT requirements, further application processing will be conducted. 
[bookmark: _ncxhb35t63qj]ALLOWABLE PROJECT TYPES & REQUIREMENTS 
I. Cybersecurity Capabilities Assessment
A cybersecurity assessment completed in the last 12 months or to be completed within the next 12 months is a requirement to apply for other LCSF project types. 

If an entity has not completed an assessment within the last 12 months, it may submit a request for LCSF funding to be used towards the completion of a cybersecurity assessment by a vendor approved by the Maryland Department of Information Technology. Applicants will complete the “Cybersecurity Capabilities Assessment Project Form” and the “Budget Narrative & Justification Form”. Applicants may be expected to provide a summary of results after the completion of the assessment for review by the Maryland Department of Information Technology.  

(Please note that the MD Department of Information Technology does also provide a free assessment that will meet this requirement, if an entity does not want to pay an outside vendor. Applying to this program can be done by completing the “Cybersecurity Capabilities Assessment Project Form”.)

II. Other Allowable Projects 
In addition to the use of funds for the completion of Cybersecurity Capabilities Assessments, the Fund may also be used for the following: 

1. Adoption or Enhancement of Cybersecurity Best Practices:
· updating current devices and networks with the most up-to-date cybersecurity protections.
· supporting the purchase of new hardware, software, devices, and firewalls to improve cybersecurity preparedness.
· conducting cybersecurity vulnerability assessments.
· addressing high-risk cybersecurity vulnerabilities identified by vulnerability assessments.
· implementing and maintaining integrators and other similar intelligence-sharing infrastructure that enable connection with the Information Sharing and Analysis Center in the Department of Information Technology.
2. Cybersecurity Workforce Development:
· recruiting and hiring information technology staff focused on cybersecurity.
· paying outside vendors for cybersecurity staff training.
3. Addressing Specific Cybersecurity Needs: 
· supporting the security of local wastewater treatment plants, including bicounty, county, and municipal plants, by acquiring or implementing cybersecurity-related upgrades to the plants.
4. Applying for Federal Cybersecurity Preparedness Grants:
· local governments can use funds to assist in applying for federal cybersecurity preparedness grants.
5. Management and Administration (M&A): 
· for administrative expenses associated with the project types listed above. Not to exceed 5% of the total project cost. 
Md. Code, Pub. Safety § 14-104.2
[bookmark: _385rdaprxe3m]GENERAL APPLICATION INFORMATION: 
I. Application Guidance
In general, all applications should:
· Address how the project will improve the overall cyber posture of your entity. This can include both Information Technology and Operational Technology.
· Enumerate specific outputs and outcomes to be achieved by the end of the period of performance.
· Describe the involvement and expertise of relative partners, stakeholders, staff, contractors, and any other involved parties. 
· Specify the groups that will benefit from the project and the geographic locations of project activities. Proposed projects in multiple locations should explain how the project’s goals will be accomplished.
· Describe how elements of the project will be sustainable beyond the period of performance.
· If applicable, address any impacts of the project on the general public and include a plan for how to disseminate information or facilitate public involvement. 
· Demonstrate competency to manage all financial and oversight aspects of the project through completion of the budget template, including costs and transparent arrangements of relationships with partner organizations, if applicable.
· Explain how the project objectives and milestones will be monitored, including developing performance indicators. Indicators should include baselines, targets, and information on how periodic updates will be reported to the Fund administrator during the life of the project.
· Describe how the project will incorporate equity, inclusion, and accessibility in the project's design and implementation.   
· Follow the guidelines outlined in this notice and include all mandatory forms. 

II. Applicants must ensure:
· Proposals address the goals, audiences, and objectives of this notice. 
· Budget narratives are in USD.
· All required forms are submitted with the application. 
· The Application Forms are reviewed and signed by an approving authority, where required. 

III. Required Application Forms
See the “How to Apply and Receive Funding” section for required application forms information.

[bookmark: _7r4pkc9cqwqr]APPLICATION EVALUATION CRITERIA
Each application submitted under this NOFO by the deadline will be evaluated by MDEM and rated based on the criteria enumerated below. The criteria are designed to assess the quality of the proposed project and to determine the likelihood of the project’s success and long-term sustainment. 

The criteria for evaluating proposals are as follows:
I. Project Proposal & Project Management Plan Scoring (0-60 points awarded) 
· Clarity & Quality: The project idea should be well-developed, and include sufficient detail about how the project will be carried out. A clear and quality project plan will include the project’s mission, vision, and an appropriately and clearly defined project scope, and demonstrate that the applicant has a clear understanding of the underlying issue(s) that the project will address.
· Feasibility: The project plan must demonstrate that the organization has sufficient expertise, skills, and human resources to implement the project. 
· Timeliness: The project plan must enumerate how all project outputs and outcomes will be achieved by the end of the grant period. 
· Monitoring and Evaluation: The proposal should provide a list of proposed project tasks, corresponding milestones, outcome indicators, and a timeline for completing all project objectives. The project plan must explain how these project objectives and milestones will be monitored, including developing performance indicators. Indicators should include baselines, targets, and information on how periodic updates will be reported to the Local Cybersecurity Support Fund administrator during the life of the project. 
· Measurable Impact: The project should demonstrate a clear impact on the entity's cybersecurity posture with adequate evidence provided. Provide information on how the project will impact your entity’s cybersecurity preparedness beyond what would have happened if the project had not been implemented. 
· Sustainability: Describe how elements of the project will be sustainable beyond the award period. In this section, you should also address any additional sources of funding that will be used to address the proposed challenges and how any additional funding will affect the long-term sustainability of the project. 

II. Budget Narrative - The budget narrative demonstrates competency to manage all financial and oversight aspects of the project through the completion of the budget template; including an accurate summary of project costs and transparent arrangements of relationships with partner organizations, if applicable. Budget items must be reasonable, allowable, and allocable. If your entity has a financial management system that will assist in overseeing the funds, this will be considered during scoring to determine the quality of the management system and its ability to meet management standards. (0-20 points awarded) 

III. Inclusion of Relative Partners & Stakeholders - Describe the involvement and expertise of relative partners and stakeholders. (0-5 points awarded)

IV. Compliance - Describe how the project will follow State compliance requirements for the use of State funds,  including but not limited to, ensuring compliance with funding award contract terms, how expenditures will be tracked and segregated from other expenditures, who will be responsible for completing and submitting programmatic and financial progress reports, and who will be responsible for managing the project. (0-5 points awarded)

[bookmark: _vnhx0xxlhqiv]ADDITIONAL EVALUATED APPLICATION REQUIREMENTS 
In addition to the criteria evaluated in the previous section, the following information must also be met as part of the application. Applications not submitted with this information will be considered incomplete and will not be reviewed by MDEM.

I. Cybersecurity Capabilities Assessment Letter of Completion Status[footnoteRef:1] - All applicants must submit a letter of completion status. [1:  Please see NOFO Appendix A for a copy of the Cybersecurity Capabilities Assessment Letter of Completion Status. ] 


II. Cybersecurity Capabilities Assessment Project Form[footnoteRef:2] - If an applicant does not have a cybersecurity assessment that was completed in the last 12 months at the time of application submission, fill out this Form in addition to the Letter of Completion Status.  [2:  Please see NOFO Appendix B for a copy of the Cybersecurity Capabilities Assessment Project Form. ] 


III. Preventing Duplication of Effort - To prevent duplication of effort, applicants will be required to certify, within their proposal, that there is/are no other entities in their jurisdiction applying for funds to conduct that same project other than to intentionally enhance each other’s projects. Subsequently, while reviewing applicant projects, the planning committee will encourage collaboration between neighboring and/or integrated entities who are applying for similar projects.

[bookmark: _772rn2tgwif4]REVIEW PROCESS OF SUBMITTED APPLICATIONS 
Each application submitted under this announcement by the deadline will be evaluated by MDEM and rated based on the criteria in the “Evaluation of Submitted Applications” section of this NOFO. MDEM will follow all applicable statutes, rules, and requirements, and will take into consideration all application materials to determine a recipient’s eligibility.

MDEM reserves the right to request additional information or revisions from the applicant and request resubmission of the application with the requested revisions. 
[bookmark: _ln26rr4t5gdc]NOTICE OF AWARD
Before accepting the award, the recipient should carefully read the award package.  The award package includes instructions on utilizing the Fund’s award and the terms and conditions associated with responsibilities under accepting awards. Recipients must accept all conditions in this NOFO to receive an award under this program.

Notification of award approval is made through the primary contact email designated in the “LCSF Project Proposal Application” or the “Cybersecurity Capabilities Assessment Project Form”. The recipient should follow the directions in the notification to confirm acceptance of the award.

Recipients must accept their awards no later than 30 days from the award date. The recipient shall notify the Fund’s administrator(s) of its intent to accept and proceed with work under the award or provide a notice of intent to decline. 
Funds will remain on hold until the recipient accepts the award through an acceptance letter sent to LCSF.mdem@maryland.gov and all other conditions of the award have been satisfied or until the award is otherwise rescinded. Failure to accept a grant award within the 30-day timeframe may result in a loss of funds. 
  
[bookmark: _qdtvj8d145s5]REPORTING & MONITORING 
Recipients are required to submit various financial and programmatic reports as a condition of award acceptance. Future awards and funds drawdown may be withheld if these reports are delinquent. Records of these reports, along with any additional documentation supporting the financial expenditures for the project, must be retained for at least 3 years after the end of the project's period of performance. 
[bookmark: _kmtsfw6rfp5c]Financial & Programmatic Performance Reporting Requirements & Report Due Dates
I. Bi-annual Project Report Form (PRF) - Recipients are responsible for providing updated performance reports on a bi-annual basis (on the schedule shown below). The PFR should include a:

· Brief narrative of overall project(s) status;
· Summary of project expenditures;
· Description of any potential issues that may affect project completion; and
· Data collected for any additional Committee performance measure requirements.

II. Closeout Reporting (Final PRF) - Within 90 calendar days after the end of the period of performance for the prime award or after an amendment has been issued to close out an award before the original period of performance ends, recipients must liquidate all financial obligations and must submit the following:

· The final request for payment, if applicable;
· The final PRF;
· The final progress report detailing all accomplishments, including a narrative summary of the impact of those accomplishments throughout the period of performance; and
· Other documents required by this NOFO, terms and conditions of the award, or other Fund administrator(s) guidance.

After the prime award closeout reports have been reviewed and approved by the administrator(s), a closeout notice will be completed to close out the Fund. The notice will indicate the period of performance as closed, and address the requirement of maintaining the Fund’s records for at least three years from the date of the final PRF. The record retention period may be longer, such as due to an audit or litigation, for equipment or real property used beyond the period of performance, or due to other circumstances.
 
The recipient is responsible for promptly refunding to the Fund Administrator any balances of unobligated cash that were paid that are not authorized to be retained.

III. Reporting Periods and Due Dates - A Project Report Form (PRF) must be submitted bi-annually throughout the period of performance, including in periods where no Fund award activity occurs. The final PRF is due within 90 calendar days after the end of the period of performance. Future awards and fund drawdowns may be withheld if these reports are delinquent, demonstrate a lack of progress, or are insufficient in detail.

Except for the final PRF due at 90 days after the end of the period of performance for purposes of closeout, the following reporting periods and due dates apply for the PRF.

Reporting Period & Report Due Dates

September 1, 2026 - February 28, 2027 
Year 1: Report 1
DUE: March 31, 2027

March 1, 2027 - August 31, 2027
Year 1: Report 2
DUE: September 30, 2027

September 1, 2027 - February 28, 2028
Year 2: Report 1
DUE: March 31, 2028

March 1, 2028 - August 31, 2028
Final PRF
DUE: September 30, 2028

[bookmark: _4vz86y5dye04]IV. Monitoring - The Administrative Authority maintains an ongoing programmatic and financial monitoring framework to ensure all subrecipients comply with state, and local statutory requirements, as well as the specific terms and conditions of the Fund award. The primary objectives of this monitoring strategy are to ensure public funds are utilized efficiently for authorized purposes, safeguard against fraud, waste, and abuse, and provide proactive technical assistance to support successful project completion. Recipients are obligated to cooperate fully with all monitoring activities. This includes maintaining detailed, readily accessible financial records, submitting timely and accurate reimbursement data, and addressing any monitoring findings or corrective action plans issued by the Administrative Authority within the designated timeframe. Failure to adhere to monitoring requirements or meet compliance standards may result in the suspension of active Fund payments, or reimbursement denials. 
ADDITIONAL INFORMATION
[bookmark: _xqp3wq1rjvqn]Termination of Provisions
The Fund administrator(s) will follow applicable State law for determining the appropriate reasons for Fund termination. Termination of an award in whole or in part may be done for any lawful reasons, including one of the reasons outlined below. If the award is terminated, the recipient must still comply with closeout requirements even if an award is terminated in whole or in part. 

I. Noncompliance - If a recipient fails to comply with the terms and conditions of the award, MDEM may terminate the award in whole or in part. If the noncompliance can be corrected, MDEM may first attempt to direct the recipient to correct the noncompliance. 

If the noncompliance cannot be corrected, or the recipient is non-responsive, the Fund administrator(s) may proceed with a notice to remedy, which may impose a remedy for noncompliance, including termination. 

II. With The Consent Of The Recipient - Provision Termination: MDEM may terminate the award if terms are violated, providing written rationale as outlined in the Award Agreement Letter with information on the termination conditions, including the effective date, and in the case of partial termination, the portion to be terminated. If the recipient agrees, the award will be terminated (or partially terminated). The consent of the recipient is not, however, required for MDEM to terminate an award.

III. Notification By The Recipient - The recipient may terminate the award, in whole or in part, by sending written notification to the Fund administrator(s) setting forth the reasons for such termination, the effective date, and in the case of partial termination, the portion to be terminated. In the case of partial termination, the Fund administrator(s) may determine that a partially terminated award will not accomplish the purpose of the award, so the Fund administrator(s) may terminate the award in its entirety. 
[bookmark: _vgvohge6vu0d]Period of Performance Extensions
Extensions to the period of performance for this Fund may be allowed. Extensions to the period of performance identified in the award will only be considered through formal, written requests to the Fund administrator(s) and must contain specific and compelling justifications as to why an extension is required. An extension request is not the same process as requesting additional funds from a new Local Cybersecurity Support Fund fiscal year funds period to enhance a current project. 

All extension requests must address the following:
· The Local Cybersecurity Support Fund fiscal year, and award number;
· Reason for the delay or extension request –including details of any legal, policy, or operational challenges that prevent the final outlay of awarded funds by the deadline, and/or any additional justifications detailing why an extension is necessary;
· Current status of the activity(ies);
· Approved period of performance termination date and new project completion date;
· Amount of funds drawn down to date;
· Remaining available funds;
· Budget outlining how remaining fund will be expended;
· Plan for completion, including milestones and timeframes for achieving each milestone and the position or person responsible for implementing the plan for completion; and
· Certification that the activity(ies) will be completed within the extended period of performance without any modification to the original statement of work, as described in the project proposal and as approved by the Fund administrator(s).

Extension requests will be granted only due to compelling legal, policy, or operational challenges. Extension requests will only be considered for the following reasons:
· Contractual commitments by the recipient with vendors prevent completion of the project, including delivery of equipment or services, within the existing period of performance;
· Projects are long-term by design, and therefore acceleration would compromise core programmatic goals; or
· Where other special or extenuating circumstances exist.

Recipients should submit all proposed extension requests to the Fund administrator(s) for review and approval at least 90 days prior to the end of the period of performance to allow sufficient processing time. Extensions are typically granted for no more than a six-month period.
[bookmark: _uqjttu4lo2il]Notification of Unused Funds
If the recipient believes that they will not use the full balance of funds allocated to them, we request that a notification be sent to the Fund administrator(s) so that these Funds may be reallocated. 

If there is a significant amount of funds unspent by the recipient from their allocated amount after their first year of performance, a check-in may be initiated by the Fund administrator to confirm the expenditure plan for the allocated funds and to ensure the funds are still needed.  
[bookmark: _gwkjhw1rfm92]QUESTIONS?
If you have questions about this grant or the submission process, please contact lcsf.mdem@maryland.gov.
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Please proceed to the next page for copies of the application materials and instructions. 
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[bookmark: _147n2zr]APPENDIX A: CYBERSECURITY CAPABILITIES ASSESSMENT INSTRUCTIONS & LETTER OF COMPLETION STATUS 
[bookmark: _pg1mw04qmnwm]Instructions for Filling out the Letter of Completion Status  
The completion of a Cybersecurity Capabilities Assessment is a requirement to apply for LCSF monies for eligible projects. All entities must fill out the Cybersecurity Capabilities Assessment Letter of Completion Status so that your assessment or assessment completion plan may be vetted and approved by the Maryland Department of Information Technology. The purpose of the vetting process is to ensure that the assessment completed meets DoIT’s assessment criteria, or a plan is in place to complete an assessment within the next 12 months. All results of the assessment will remain confidential. 

The goal of each entity completing a Cybersecurity Capabilities Assessment is to establish an eligible entity's current cybersecurity capabilities and is designed to help establish, strengthen, or further develop your cybersecurity capabilities by identifying elements that should be strengthened. 

Below are the requirements for the Cybersecurity Capabilities Assessment to meet the standards of the Maryland Department of Information Technology.  

All Assessments Must: 
· Follow the guidelines of the NIST Cybersecurity Framework[footnoteRef:3] [3:  Please see the NIST Cybersecurity Frameworks Quick Start Guide for more information: https://www.nist.gov/cyberframework/getting-started/quick-start-guide ] 

· Be completed by a vendor that follows the guidelines of the NIST Cybersecurity Framework, or be completed through the Maryland Department of Information Technology Assessment Program.

The Letter of Completion Status must be signed by an authorized authority that can certify to the completion of a Cybersecurity Capabilities Assessment that meets the requirements of the Maryland Department of Information Technology for your entity.  

Please download and fill out the requested information in the Letter of Completion and provide the supporting documentation needed for the assessment vetting process. The letter must be submitted with your application for review. 

Please complete and submit the Cybersecurity Capabilities Assessment Letter of Completion Status on the Next Page. 


State Of Maryland 
Fiscal Year 2026 Local Cybersecurity Support Fund 
Cybersecurity Capabilities Assessment Letter of Completion Status

I, _______________________________ (printed name), the duly appointed authorized authority on behalf of ______________________________________ (the “Local Government Entity”), located at ________________________________________ (address) hereby expressly certify to the Maryland Department of Information Technology that (please select the appropriate box)

	
Option One
	☐  a Cybersecurity Capabilities Assessment has been conducted within the previous 12 months that meets the requirements set forth by the Maryland Department of Information Technology, and I am submitting the supporting documentation requested for the vetting process to commence.

	
Option Two
	☐ a Cybersecurity Capabilities Assessment will be conducted within the next 12 months that meets the requirements set forth by the Maryland Department of Information Technology. This assessment will be conducted using the entity's own funds, so that the entity is made eligible to receive assistance from the Fund. Therefore, I am submitting a Cybersecurity Capabilities Assessment Project Form. 

	

Option Three
	☐ a Cybersecurity Capabilities Assessment will be conducted within the next 12 months, by a vendor, that meets the requirements set forth by the Maryland Department of Information Technology. The assessment’s completion is contingent on funds granted through Local Cybersecurity Support Fund. Therefore, I am submitting a Cybersecurity Capabilities Assessment Project Form. 

	Option Four
	☐ My entity would like to sign on to Maryland Department of Information Technology’s Free Cybersecurity Assessment Program to meet the requirements set forth by the Local Cybersecurity Support Fund. Therefore, I am submitting a Cybersecurity Capabilities Assessment Project Form. 


This certification is given because it is in the best interest of the Local Governmental Entity and is provided without duress or fear of reprisal. This certification is only effective for the Fiscal Year (FY) 2026 Local Cybersecurity Support Fund.

Signed on _____(Day) ____(Month), ______(Year), in ______________ (address of signing).  



_________________________________
(Printed Name)

_________________________________
(Signature)

_________________________________
(Title)


Additional Information Needed If Option One was Selected
If you have selected Option One in the Letter of Completion, please provide the following additional information for communications with the Department of Information Technology throughout the assessment vetting process:

Preferred Main Point of Contact Information 

First and Last Name: ________________________________

Phone Number: ____________________________________

Email Address: _____________________________________

DoIT will reach out to the POC above. Please be prepared to send DoIT the following when requested:
· Statement of Work (SOW) used for the completed assessment
· Completed Cybersecurity Assessment
· Other documentation, as requested

Additional Information Needed if Option Two, Option Three, or Option Four was Selected. 
Please complete and attach the "Cybersecurity Capabilities Assessment Project Form” to your application.
[bookmark: _mle54e1gnkjr]

[bookmark: _gvb424aeo37m]APPENDIX B: CYBERSECURITY CAPABILITIES ASSESSMENT PROJECT FORM & INSTRUCTIONS 
[bookmark: _jh18r89svaze]Instructions for Filling out the Project Form
The completion of the Cybersecurity Capabilities Assessment Project form is a requirement for entities that selected Option Two, Option Three, or Option Four on the “Letter of Completion Status” form. 

The purpose of this document is to provide the necessary information for the vetting process of a vendor-led future assessment to be completed in the next 12 months, OR to sign onto the Maryland Department of Information Technology’s Local Cyber Assessment Program.  

All results of the assessment will remain confidential. 

Please download and fill out the requested information.

Part A: 
This section should be completed by all applicants who selected Option Two, Option Three, or Option Four on the “Letter of Completion Status” form. 

Part B: 
This section is only completed if you are using a VENDOR to complete a qualifying assessment. If you are signing onto the Maryland Department of Information Technology Assessment Program, please skip this section. 















State Of Maryland 
Fiscal Year 2026 Local Cybersecurity Support Fund 
Cybersecurity Capabilities Assessment Project Form

PART A:
General Proposal Information
Jurisdiction/Entity Name: _________________________

Recipient is a (select one): 
☐ School Board/System
☐ Local Health Department
☐ Municipality 
☐ Public Water or Wastewater Entity

Contact Information 
Proposal Submitter Contact Name, Email, and Telephone Information:

_________________________________________________________________________

Assessment Request
We, the entity, will complete the Cybersecurity Capabilities Assessment (choose one):
☐ through a vendor, that meets the requirements set forth by the Maryland Department of Information Technology. 

☐ by signing on to the Maryland Department of Information Technology Assessment Program.

_____________________________________________________________________________
PART B:
If using a vendor to complete the Cybersecurity Capability Assessment Requirement, please fill out this section. If you are signing onto the Maryland Department of Information Technology Local Cybersecurity Assessment Program, please SKIP PART B. 

Assessment Start and End Dates
Please indicate the intended start and end date for your cybersecurity assessment:

Start Month/Year: ______________                  End Month/Year:__________________


Contact Information
Financial Contact Name, Email, and Telephone Information: _____________________________________________________________________

Administrative Contact Name, Email, and Telephone Information: 
_____________________________________________________________________

Assessment Project Information And Compliance Requirements Certifications
The following documents are required from the recipient as part of the proposal submission and covered by the certification below.

Funding Amount Requested: ___________________________
(Please indicate the amount of funds being requested to support the Cybersecurity Assessment Project. If no funding is needed, say $0.)


Please check that your application has included the following required documents:
☐ Local Cybersecurity Support Fund Letter or Completion Status
☐ Budget Narrative and Justification Template
☐ Cybersecurity Assessment Statement of Work 
☐ An Itemized Quote for Vendor Services (if requesting funds to support the purchasing of the assessment) 
☐ Other Supporting Document(s): (please check this box if you have submitted additional document(s) with your application and title the document(s) below)
· ______________________________________________

· ______________________________________________


Please certify that your entity does or does not have any funding opportunities that would cover the needs of your project.
☐ We, the recipient, certify that there is no other source of funding that would satisfy the needs of the proposed project. 
☐ We, the recipient, certify that there is another source of funding that would satisfy the needs of the proposed project. (Please explain below why the funds would be needed to support the project on top of already available funds)

Comments: 


Applicants must include a completed W-9 form with their application. 
Has the applicant provided a completed W-9 form?
☐ Yes 
☐  No 

(If NO, applicants should fill out the standard W-9 form. Go to www.irs.gov/FormW9 for instructions and the latest information.)

Applicant Mailing Address: ________________________________________________

Check Address (if different): _______________________________________________

Fiscal Responsibility:
The applicant certifies that its entity’s financial system is in accordance with generally accepted accounting principles. (check all that apply): 
☐  has the capability to identify, in its accounts, all awards received and expended and the programs under which they were received. 
☐  maintains internal controls to assure that it is managing awards in compliance with applicable laws, regulations and the provision of contracts or state funds; complies with applicable laws and regulations.
☐  can prepare appropriate financial statements, including the schedule of expenditures of awards. 
☐ there are no outstanding audit findings which would impact contract costs. If there are findings, submit a copy of the most recent report that describes the finding and steps to be taken to correct the finding.


Thank you for completing the “Cybersecurity Capabilities Assessment Project Form”. Please attach this form to your application with the “Letter of Completion Status” form. 
[bookmark: _mjxgyncwih2x]

[bookmark: _pife9xqh1h7j]APPENDIX C: LCSF PROJECT PROPOSAL APPLICATION (NON-CYBERSECURITY ASSESSMENT RELATED PROJECTS ONLY)
[bookmark: _ikx9rwl2eceg]Instructions for Filling out the Project Proposal Application
The completion of the LCSF Project Proposal Form is a requirement for entities that are requesting Funds to complete a non-assessment related project. 

The purpose of this document is to provide the necessary information for MDEM to review the feasibility of your proposed project and ensure its alignment with the LCSF legislation, regarding allowable uses of the Fund. 

Please download and fill out the requested information.

Part A: 
This section should be completed by all applicants so the Fund administrator can understand the general project information, including the:
1. Project Title: Include a title for the proposed project so that the Fund administrator(s) will have a brief, clear understanding of what will be supported under this project. For Example: Purchase and Implementation of MFA Tokens Project for Quaker County
2. Funding Amount: Indicate the total amount requested for the project. In addition to inserting the total funding amount in this section, the application also requires a completed detailed budget narrative and budget justification sheet. For more information on this requirement, see the below section titled “Budget Narrative Template Instructions”. Funding Request Example: $80,000.00
3. Requesting Jurisdiction: Example: Baltimore County, 21234 (or) Harford County Local Health Department, 21014
4. Start Month/Year and End Month/Year: The project start and end dates must not exceed the pre-determined period of performance. All project must conclude by: xx/xx/xxx 
5. Contact Information for the projects proposal submitter, financial administrator, and any general administrative contact(s).

Part B: 
This section should be completed by all applicants. Please read and review this section carefully to ensure it is complete and accurate. This section ensures applicants have included all required documentation and meet to necessary compliance requirements for the use of the Fund. 

By checking the box in the Proposal Documents section, the applicant is attesting that their application packet is submitted in its entirety. 

Next, please review and certify the information in this section for your application:
1. Mailing Address & Check Mailing Address: Please provide the mailing address for your project and check the mailing address. 
2. Suspension, Proposed Suspension From Receiving Federal or State Award funds: Is the applicant submitter or any other employee or contractor participating in this project suspended, or otherwise excluded from or ineligible for participation in federal or state assistance programs or activities?
3. Fiscal Responsibility: The applicant certifies that its entity’s financial system is in accordance with generally accepted accounting principles. 
Part C:
In this section, provide a summary of your intended project, intended project outcomes, and your projects long-term sustainment plan. 

1. Proposal Summary: Must align with the project title, summarize the project’s goals, and provide a high level narrative of the project. As stated above, this section should clearly delineate how the project will build or sustain cybersecurity capabilities. Other important information that should also be included in this section:
· Title(s) and name(s) of those overseeing the project.
· Roles and responsibilities of those overseeing the project.
· Anticipated Impact: Briefly summarize the desired outcome that the proposed project will be achieved and how the project will build or sustain capabilities. Another way to answer this question is in the negative (i.e., what would happen if this project fails to receive funding?)
· Specify the groups that will benefit from the project, including if the project has incorporated equity considerations as defined in the NOFO. 
· Describe involvement and expertise of relative partners, stakeholder, staff, contractors, and any other involved parties.
· Address any impacts of the project on the general public and include a plan for how to disseminate information or facilitate public involvement. 
· Explain how the project ties to the goal of the Maryland Local Cybersecurity Support Fund.[footnoteRef:4] [4:  Please view the Local Cybersecurity Support Fund NOFO, Overview Section for information on the goals of the fund. ] 

2. Project Deliverables: This section describes the deliverables expected to be produced by the end of your project. Objectives should note the activities and/or deliverables that will be achieved and provide additional granularity against the description provided in the Project Summary section. Objectives are most easily related to project deliverables. Example: The project will deliver a series of workshops designed to assist local jurisdictions evaluate current emergency preparedness plans and other authoritative documents and formulate project concepts for future execution.
3. Project Sustainment Plan: Applicants are expected to plan for project sustainment once they no longer have funds. In this section, please explain your project sustainment plan after the period of performance ends. Also in this section, notate any other funding sources related to the successful completion of the proposed project that may assist with project sustainment. 

Part D:
1. Certification of Application Information: The information, certifications, and representations in the application should be reviewed and signed by an authorized official (project sponsor) of the recipient.

In addition, applicants must fill out the measurable milestones tab in the “Budget Narrative and Justification” form to enumerate on the key target points throughout the project’s execution. These milestones will be used as part of the project’s  bi-annual Programmatic Preformance Reporting (PPR) process to ensure the project is on track to be completed by the end of the period of perfomance. 














Local Cybersecurity Support Fund (LSCF) 
Project Proposal Application 2026

Please complete the following document of required information and certifications. 
PART A:
General Proposal Information
Jurisdiction/Entity Name: _________________________

Recipient is a (select one): 
☐ School Board/System
☐ Local Health Department
☐ Municipality 
☐ Public Water or Wastewater Entity

Contact Information 
Proposal Submitter Contact Name, Email, and Telephone Information:
_____________________________________________________________________

Financial Contact Name, Email, and Telephone Information: _____________________________________________________________________

Administrative Contact Name, Email, and Telephone Information: 
_____________________________________________________________________

Project Start and End Dates
Please indicate the intended start and end date for your project:

Start Month/Year: ______________                  End Month/Year:__________________


Contact Information

_____________________________________________________________________________
PART B:
Proposal Documents And Compliance Requirements 
The following documents are required from the applicant as part of the proposal submission and covered by the certification below.

Funding Amount Requested: ___________________________
(Please indicate the amount of funds being requested to support the Cybersecurity Assessment Project. If no funding is needed, say $0.)


Please check that your application has included the following required documents:
☐ Local Cybersecurity Support Fund Letter or Completion Status
☐ Budget Narrative and Justification Template
☐ An Itemized Quote for Vendor Services (if requesting funds to support the purchasing of the assessment) 
☐ Other Supporting Document(s): (please check this box if you have submitted additional document(s) with your application and title the document(s) below)
· ______________________________________________

· ______________________________________________

Please certify that your entity does or does not have any funding opportunities that would cover the needs of your project.
☐  We, the applicant, certify that there is no other source of funding that would satisfy the needs of the proposed project. 

☐  We, the applicant, certify that there is another source of funding that would satisfy the needs of the proposed project. (Please explain below why the funds would be needed to support the project on top of already available funds).

Comments:

Applicants must include a completed W-9 form with their application. 
Has the applicant provided a completed W-9 form?
☐ Yes 
☐  No 

(If NO, applicants should fill out the standard W-9 form. Go to www.irs.gov/FormW9 for instructions and the latest information.)

Applicant Mailing Address: ________________________________________________

Check Address (if different): _______________________________________________

Fiscal Responsibility:
The applicant certifies that its entity’s financial system is in accordance with generally accepted accounting principles. (check all that apply): 
☐  has the capability to identify, in its accounts, all awards received and expended and the programs under which they were received. 
☐  maintains internal controls to assure that it is managing awards in compliance with applicable laws, regulations and the provision of contracts or state funds; complies with applicable laws and regulations.
☐  can prepare appropriate financial statements, including the schedule of expenditures of awards. 
☐ there are no outstanding audit findings which would impact contract costs. If there are findings, submit a copy of the most recent report that describes the finding and steps to be taken to correct the finding.

___________________________________________________________________________
PART C:
Proposal Summary: 
(maximum of 2000 characters)

[insert summary]










____________________________________________________________________________
Project Deliverables: 
(Please explain the intended outcome(s) of your project.)

[insert deliverable information]









_____________________________________________________________________________
Project Sustainment Plan:
(Please explain how your entity will sustain your project long-term after the LCSF funds are spent.)

[insert sustainment plan]









Please Note: Applicants must also fill out the Measurable Milestones in the Budget Narrative and Justification form.
_____________________________________________________________________________
PART D:
RECIPIENT CERTIFIES THE FOLLOWING: 
The information, certifications, and representations above have been read, signed and made by an authorized official of the applicants named herein. The appropriate programmatic and administrative personnel involved in this application are aware of entity policies in regard to awards and are prepared to establish the necessary inter-institutional agreements consistent with those policies. The applicant understands that any work begun and/or expenses incurred prior to execution of an award agreement are at the entity’s own risk.

______________________________________________________
Signature of Authorized Authority for Application

	_____________________________________
Print Name
	_____________________________________
Date

	_____________________________________
Title
	_____________________________________
Email Address of Authorized Authority


[bookmark: _2pstbf2jzseb]


[bookmark: _qnh6mflykreg]APPENDIX D: MARYLAND DOIT CYBERSECURITY CAPABILITIES ASSESSMENT VERIFICATION FORM & INSTRUCTIONS

The Maryland Department of Emergency Management (MDEM) Fund Administrator requires confirmation that the completed or planned assessment meets the requirements outlined in the Local Cybersecurity Support Fund, Md. Code, Pub. Safety § 14-104.2. The designated project POC must coordinate with the Maryland Department of Information Technology to complete this form and submit it to MDEM. 
[bookmark: _6h8tfsioc433]Instructions for Completing and Submitting the Verification Form  
The Department of Information Technology will be responsible for filling out the form on behalf of the applicant. 

After the applicant's initial LCSF application is submitted, contact information for a DoIT representative will be provided to coordinate (1) the review of a previously completed assessment, (2) the review of a vendor SOW for an assessment that will be completed, or (3) the completion of a DoIT free assessment. 

Provide your DoIT representative with a copy of this form. DoIT will provide a completed form back to the applicant. 

The applicant will email the completed form to MDEM. 


Maryland Local Cybersecurity Support Fund (LCSF)
Maryland DoIT Cybersecurity Capabilities Assessment Verification


To whom it may concern,

This letter serves as confirmation from the Department of Information Technology that (check one):

·           APPLICANT NAME            is registered with the Local Cyber Program at the Department of Information Technology and will receive a cybersecurity assessment within the next 12 months. The target start date for this assessment is _START DATE____. 
·           APPLICANT NAME            has submitted an existing cybersecurity assessment, performed by            VENDOR NAME            within the past 12 months, which meets the standards and expectations of this Department and satisfies the requirements of the Local Cybersecurity Support Fund, Md. Code, Pub. Safety § 14-104.2.  
·           APPLICANT NAME            has submitted a scope of work to be used for vendor procurement within the next 12 months, which will meet the standards and expectations of this Department and satisfies the requirements of the Local Cybersecurity Support Fund, Md. Code, Pub. Safety § 14-104.2.

___________________________
Name of Assessment Reviewer 


___________________________
Signature of Assessment Reviewer 


___________________________
Date 



Please email this completed form to lcsf.mdem@maryland.gov. 
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