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Purpose

This resource guide is desighed to help businesses (large and small), hon-profits,
faith-based organizations, and other non-governmental entities prepare for
emergencies. Everyone in a community has a role to play in an emergency. An
emergency might also impact personnel or customers, indirectly affecting the
organization. By preparing for emergencies, organizations can reduce the loss of
lives, equipment, and assets when an incident happens, making the whole
community more resilient.

The Maryland Business Emergency Operation Center (MBEOC) Partner
Preparedness Guide is a community preparedness campaign established to
increase awareness and drive action by preparing community organizations for
all-hazard emergencies and catastrophic events. The campaign is a product of
the MD Ready program. To help increase the preparedness of businesses and
other non-governmental organizations, this resource guide is divided into the
following three sections:

e Preparedness and Emergency Plan Development Considerations: This
section provides a general overview of developing a Disaster Plan. It
includes guidance and tools to walk users through the basics of
emergency planning.

Maryland Threats and Hazards: This section provides additional
preparedness considerations for hazards, such as fires, floods and acts of
violence.

Resources, Tools and Templates: This section provides additional
resources that might be used to develop emergency plans and increase
preparedness. It includes web links to tools, information and resources.
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Definition of Private Sector

The Federal Emergency Management Agency (FEMA) defines the private sector
as: Organizations and entities that are not part of any government structure. The
private sector includes for-profit and not-for-profit organizations, formal and
informal structures, commerce and industry, private emergency response
organizations, and private voluntary organizations. Private sector collaboration
at the local, state, tribal, and federal level has profound long term benefits to the
entire nation. FEMA recognizes that the nation’s vast network of businesses,
industry, academia, trade associations, and other non-governmental
organizations are equally responsible partners in every phase of emergency
management which includes preparedness, response, recovery, and mitigation.
Together, government entities and the private sector can learn from one
another and what works well in the field, offering relevant lessons learned and

best IoraCtlce%Jovemor's Office on Service and Volunteerism (GOSV)

Emergencies in your community may impact your store or office, cause utility
outages, or prevent employees from being able to commute to work. While
every emergency is unique, organizations are better prepared by planning for
emergencies, putting procedures in place, and practicing those procedures.

Following a disaster, the private sector, non-governmental and faith-based
organizations provide critical resources to communities that help save lives,
protect and help facilitate community and economic recovery. The best way to
protect your business or organization and help your community is to have a
plan and to prepare your business and employees.
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Did You Know?

Congress has found that 43% of businesses that close following a natural disaster
never reopen. An additional 29% of businesses close down permanently within
two years. This loss of jobs and decrease in tax revenues impacts the entire
community. Organizations should prepare for disasters ahead of time in order to
reduce the overall loss to the business, provide safety for visitors and employees,
and reduce delays of service. Having an emergency plan for your organization
will significantly increase your preparedness for all types of emergencies.

As your organization begins developing your emergency plan, conducting a
business impact analysis or developing a continuity of operations plan, key
considerations include:

Human Business Physical
Resources Continuity Resources

What do you need to How could you continue
continue to serve your providing your services if
customers if your the area around your

workplace is closed? workplace is closed?

How could a disaster
impact your employee,
customers or workplace?

Considerations for each of these areas are included in the preparedness steps
outlined below.

Establish a preparedness . Plan for continuity of operations
planning team within your organization

Determine the hazards and risks Prepare and train your
for your organization employees and volunteers

Develop an emergency action Create an emergency go-Kkit for
plan your organization

Conduct a business impact Develop a communications
analysis strategy
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Assemble & Establish a Planning Team:

The first step to developing a disaster plan is to assemble a planning team. The
size of the team may vary depending on your organization’s operations, number
of facilities, and available resources. It should be big enough to represent the
operations of your organization but small enough to allow close collaboration.
Most importantly the planning team should be empowered by leadership
personnel and be provided with the authority to implement safety plans and
take protective actions.

e Consider including the following on your planning team:
o Representation from each department. Diverse perspectives will ensure
that the plan considers all areas of your organization.
Representatives from local first responders. Fire department, law
enforcement or emergency management representatives will be able to
provide additional information specific to local plans and hazards and
additional subject matter expertise to refine the plan.

Individuals with disabilities and others with access and functional needs.
This diverse representation on the planning team will ensure that your
plan meets these needs.
Organizations with multiple facilities or multiple floors should consider
establishing safety coordinators at each facility and on each floor to
ensure that proper protective actions are being taken across every aspect
of the organization.

e If a disaster occurs that impacts your organization, this planning team will be

vital in implementing your plan.
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Determine the Hazards, Risks or Threats for Your Organization. An important
step in developing a disaster plan is to understand the different types of risks,
hazards and threats that might impact your organization. Your community’s

local emergency management agency or fire department will have a clear idea of
what might impact the community, and will have a strong grasp on what your
organization can do to minimize the impact of those risks.

They will know if your facility is located in an area that frequently floods, and
will be able to provide information on how to minimize or mitigate against
the impact of flooding.
They will also be able to provide you with details on how your community has
been impacted by past disasters. Requesting a copy of the local hazard
mitigation plan for the area surrounding your organization will allow you to
more fully understand what hazards your organization is at risk for and how
you can take steps to be more prepared. Request that local officials provide

you with real-time information during an emergency event.

Cyberattack

Pandemic

Fuel Shortage

Road Closures

Flood / Severe
Storm

Terrorism

Foodborne
IlIness

Communication
Failure

Legislation
Changes

Hurricane

Nuclear
Explosion

Bird Flu

Equipment
Failure

Drought

Tornado

Civil
Disturbance

Insect
Infestation

Water
Contamination

Extreme Heat/
Cold

Winter Storm

Active Shooter

Poisoning

Prolonged

Power Outage

Fire/ Wildfire

Supply Chain
Failure

o Consider what industry specific hazards and projected climate change
impacts that may affect your organization.

e Think about how plans might be different depending on whether your
organization is open or closed at the time of impact.

o Consider the physical location and proximity of potential hazards nearby. An
incident at a neighboring chemical plant, prison, transportation route or other

high threat facility may impact your organization’s operations.
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Prioritizing Threats: A way to measure which threats an organization should
prioritize is by using a weighted scale to assign a level of various factors, examples
could include: probability, risk to life, potential damage to property, spatial
impacts, warning, and duration. Using this simple tool will help visualize the
biggest threats to your organization. Spatial can be how big of an impacted area
from one room, to the whole facility, to the community, or broader. Advanced
notice allows for preparations. Duration can be either how long the incident will
last or how long the impacts will likely be felt. Do ensure that all threats are
measured using the same considerations and scale.

Advanced Duration
Spatial (2x) | Notice (1x) (1x) in
in Hours Hours

Probability Human Property
(3x) Impact (3x) | Impact (3x)

Unlikely Minor Minor Negligible | Morethan | | cssthan

Possible Limited Limited Small 24 Less than 6
Likely Critical Critical Moderate |Lessthan 24| | ass than 24
Highly [Catastrophic|Catastrophic Large Lessthan 6| More than
Likely Less than 1 24

Whole Community Planning Considerations:

Please take into consideration any special needs considerations when
planning, This applies to your organization’'s employees, clients, customers, and
visitors to your facility. Take into account physical, invisible, developmental
disabilities. Also account for temporary disabilities such as a person with
temporary mobility and limitations to include broken limb, surgery recovery,
pregnancy. Additionally, consider any language barriers that may need to be
addressed for most effective communication during an incident.
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Conduct a Business Impact Analysis: After you have understood what hazards
might impact your organization, it is important to conduct a Business Impact
Analysis (BIA). A BIA helps organizations understand the potential results of a
disaster. Nonprofits and faith-based organizations also benefit from conducting a
BIA because it looks at the overall impact of the disaster and how your
organization works. Organizations should take into consideration what types of
impact an emergency can have, and use the analysis to determine the best
strategies for recovery. The analysis should look at both financial considerations

and process considerations in the BIA.

Financial Considerations: Business Process Considerations:

What is your organization’s
cash reserve?

How many payroll periods can
your organization meet with
no income?

How many vendors can you
pay with no income? Which
vendors?

How might your expenses
increase? Will you be able to
pay overtime for the labor
required to recover your
business?
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What are the key resources
necessary for your organization to
be operational (i.e. power, water,
sewer, computers, internet,
databases, phones, etc.)?

Within how many hours following
an emergency does your
organization want to be operational
again?

What equipment or resources are
necessary to keep your organization
operational?

Make sure your business has
redundancy in place with your
suppliers. If your outside suppliers
are impacted by a disaster or
emergency, what plans do you have
to prevent your supply chain from
being interrupted?
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